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PHAN 1. THUC TRANG HE THONG MANG

1. Hé théng mang
1.1. Hé théng cap quang két ndi ndi bo CS1
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Hinh 1: Hé théng cap quang tai CS1

- Pac diém;
+ Ban giao, str dung nam 2010 do coéng ty Lac Viét thi cong

+ Hé thdng mang ctiia Nha truong tai CS1 va CS2 dugc nang cap va bd sung cac
thiét bi vao cac nim 2017, 2019
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ng mang hién tai CS1

: So' d6 hé tho

Hinh 2
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Hinh 6: So’ d6 hé théng mang tai CS2



1.3. Trang thai thiét bj mang tai phong may chi

Taicosél
, R Nam L Trang thai
Thiét bi So lwgng R Chirc ning
: nhan
Két ndi ISP Internet | Hoat dong binh
Tuong ltra 017 cho cac may chu thuong
Sonic Wall Public va bao vé
ngoai vao
) Public cac May chu | Hoat dong binh
Fortigate
2017 ra Internet (Khu thuong
900D
I vuc 1)
Thietbian Public cac May chit | Hoat dong binh
mﬂh va ket Router SRX | 2010 ra Internet (Khu thuong
noi WAN vuc 2)
. CAu hinh can bang | Hoat dong binh
F5 Big IP 2017 L . .
tai may chu Public | thuong
Két ndi Internet Hoat dong binh
Fortiwan 2017 FTTH cho nguoi thuong
1000B dung trong mang
LAN
. |Juniper 2010 Tam tam chuyén Hoat dong binh
Cacthietbi | gygng) t6i cac toa nha thudng
chuyén mach . =
. Y o : Tam tam chuyén Hoat dong binh
I6p LOI Cisco 4500 2016 L .
tai cac toa nha thuong

Trang thai c4c thiét bi tai cAc toa nha tai CS1

Vi tri Switch Két noi toi S6 Switch
TT Tai cac toa phong may | mé réng cho Tinh trang
nha cha nguoi dung
1. Nha Al Truyc tiép 1 Binh thuong
2 Nha A 2,3,4 N&i tiép qua 3 Binh thuong
Al
3. Nha B2 Truc tiép 1 Binh thuong




4. Nha B1,3,4 N&i tiép qua 3 Binh thuong
B2
5. Nha A6 Ni tiép qua 1 Binh thuong
Al
6. Nha A0 Truyc tiép 5 Binh thuong
7 Ky tdc xa 2 Truc tiép 5 Binh thuong
8. Ky tdc xa Ni tiép qua 5 Binh thuong
1,3,4,5 KTX 2
9. KT Cong nghé Truc tiép 4 Binh thuong
10. Nha CNC Truyc tiép 3 Binh thuong
11. Thu vién Truyc tiép 4 Binh thuong
12. Nha G chuyén Truyc tiép 1 Binh thuong
13. Nha Pa ning Noi tiép qua 1 Binh thuong
nha G
14. Nha D1 Noi tiép qua 1 Binh thuong
nha D3
15. Nha D3 Truyc tiép 1 Binh thuong
16. Nha Kiém dinh Truc tiép 1 Binh thuong
17. Thyc hanh -Thi Truyc tiép 3 Binh thuong
nghiém
18. Truong Tiéu N&i tiép qua 2 Binh thuong
hoc THTN
19. Truong Mam Noi tiép qua 2 Binh thuong
non THTN
Tai co sé 2:
Trang thai c4c thiét bi tai cAc toa nha tai CS2
Bang
Loai thiét bi S6 lwong | Nam | thong toi Tinh trang
da
Céan bang tai Internet 1 2017 | 600Mbps Binh thuong

Fortiwan 200B
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Bang
Loai thiét bj S6 lwong | Nam | thong toi Tinh trang
da
May chu 1 2017 Binh thuong
Thiét bi chuyén mach 11 2017 Binh thudng
Vi tri Switch Két noi toi S6 Switch
TT Tal cac toa phong may | mé réng cho Tinh trang
nha cha nguwoi dung
1. | Nha Lang sinh Truyc tiép 4 Binh thuong
vién
2| Nha hoc B5 Ni tiép qua 3 Binh thuong
Al
3 | Nhahoc A Truyc tiép 1 Binh thudng
4. | NhahocC Truyc tiép 1 Binh thuong
5. | TT Qudc phong Truc tiép 2 Binh thuong
— An ninh

1.4. Puwong truyén

Thuc trang: Nha truong hién thué 11 duong truyén két ndi tdi nha cung cap

dich vu:

FTTH: Dung dé két néi mang LAN ra Internet
Leadline: Dung dé Public cac (g dung Ién Internet cong cong

TT Loai Vi tri S0 Téc do /dwong hién tai
) ) lwong
1 FTTH CS1 4 500 Mbps
_ 300 Mbps Quéc ndi 20Mbps
2 Leadline CS1 1 S
qguoc te
3 FTTH CS2 3 200 Mbps
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4 FTTH Hung Binh 1 100 Mbps
Trai ngot-

5 FTTH Hung 1 120 Mbps
Nguyén

6 |FTTH Tral Man- 1 | 120 Mbps
Nghi Xuén

1.5. Hé théng mang LAN

Hé théng mang may tinh ctia Nha truong duoc dau tu va lap dit tir nim 2010
dén nay, da c6 nhiéu 1an nang cap hé thong va diéu chinh so d6 mang va két néi, nay
hé thong vai nhiéu may chu va cac thiét bi bao mat, dinh tuyén, can bang tai ln,
duoc chia lam nhiéu khu vuc, két ndi quang, hé théng Wifi phi toan nha truong va
ky tlc xa. Hé thong c6 cau hinh kha phuc tap va chat ché.

+ Tai Cosé |:
TT Loai thiét bi SL | Nam | Chircning | Tinhtrang
1. Sonic Wall 1 | 2016 |Két néi nha | Binh thudng
cung cap
2 o _ Két noi Binh thuong
Can bang tai Internet
_ 1 12017 |Internet
Fortiwan 1000B
FTTH
3. Cau hinh Binh thuong
Fortigate 900D 1 12017 |may chu
Public
4. CAu hinh Binh thuong
Router SRX4300 1 2011 |may chu
Public
Can bang tai may cha va L Binh thuon
> ang fal may ehu Can bang tai n J
bao mat F5-BIG-LTM- 1 (2016 |,
ung dung
2200S-2017
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TT Loai thiét bi SL | Niam | Chic niing | Tinhtrang
6. _ _ Két ndi toan | Binh thuong
Core Switch Juniper 1 |2011
mang
7. . . Két ndi toan | Binh thuong
Core Switch Cisco 1 |2016
mang
8. Két ndi tur Binh thuong
Thiét bi chuyén mach tai 10 2017- | phong may
cac toa nha 2022 | chu tdi cac
toa nha

+ Tai co sé 2:

Co s6 2 ¢6 hé théng mang LAN cap quang trung tdm tir Lang Sinh vién t6i

cac khu lam viéc va ky tdc xa tai Trung thm An ninh Quéc phong va Néng Lam

Ngu.
Bang
Loai thiét bi S6 lwong | Nim | théng toi Chire niing
da

Can bang tai Internet 1 2017 | 600Mbps | Két ndi Internet FTTH
Fortiwan 200B

May chu 1 2017 Binh thuong

Thiét bi chuyén mach 11 2017 Binh thuong

1.6. Hé thong Wifi Tai CS1 va CS2

Thuc trang: Hé théng Wifi duoc phi séng toan trudng tai cac co s bao gom

cac nha hoc A, B, D, G, Pa nang, khu thuc hanh thi nghiém, khu nha lam viéc va
khu Kky tdc x& CS1 va CS2.

Danh sach cac vi tri lap dat thiét bi Wifi.

TT

Hang

Vi tri 2
thiéet bi

S6
lwgng

Ghi chu

Tinh trang
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1. | Nhahoc _ MJdi phong 1 thiét o
Cabium 50 ] bap ung
Al2,34 bi
2. Nha hoc _ MJi tang 1 dén 2
Cisco 45 . Dap ung
B1,2,3,4 thict bi
3. \ . MJi tang 1 dén 2
Nha hoc A6 Unifi 8 o bép ting
thiét bi
4. | Nhahoc G Cisco 18 | Mai tang 4 thiét bi | Pap tng
5. | NhaPaning |Cisco 8 | Mditang 3 thiétbi | Pap ung
6. \ _ MJi tang 2 dén 3 o
Nha A0 Cisco 15 o bap ung
thiét bi
7. Nha thi . 3 .
_ . Mol tang 2 dén 3 o
nghiém Ruji 20 L bap ting
thiét bi
KTCN
8. | Truong Tiéu . , Nhiéu phon
ruong e Cisco 3 Moi tang 1 thietbi | | © E) 9
hoc song yeu
9. | Trudng Mén . , Nhiéu phon
ruong M Cisco 3 Moi tang 1 thietbi | | © ? J
mon song yeu
10. | Nha CNC Cisco 15 | Moi tang 2 thiét bi | Pap tng
11. | Nha Thu vién | Cisco 16 | Mi tang 2 thiét bi | Pap tng
12. |NhaD1 Cabium 5 | Mditang 1 thiétbi | Pap ung
13. | Nha D3 Cabium 5 | M&itang 1 thiétbi | Pap tng
14. | Ky tdc x& i . s o
Unifield | 60 | Moi tang 3 thiét bi | Bap ung
1,2,3,4
15. L MJdi phong 1 thiét o
Ky tuc xa 5 Mecury 67 b bap tng
1
16. | Lang SV co 5. s .
y 2g Unifield | 20 | Mai ting 3 thiét bi | Dép ting
(0}
17. | Ky tic x& AN- | Totolink . 3 .. .. | Papung
21 | Moi tang 3 thiét bi
QP N9

11| Page




18. | Ky tdc x4
NLN

- x: 3 ..... |Dapung
Unifield 20 | Moi tang 3 thiét bi

2. Hé théng may chi, luu trir
2.1. May chi

Hé théng may chu duoc dau tu dan trai qua nhiéu thoi gian tir 2010 dén 2020
nén véi nhiéu hang céng nghé nhu IBM, HP, DELL.

Mot s6 may cha doi cii 2010 ¢6 cau hinh thap nhu IBM 3650, IBM 3850 voi
16GB RAM nén di dugc Trung tam cau hinh dich vu ¢ trang thai du phong

Hién tai dap tng cai dat va quan ly cac phan mém caa Nha trudng trién khai.
Nha trudng c6 26 may chu vat ly cua nhiéu hing khac nhau nhu DELL, IBM, HP va
nhiéu may chu a0 hoa trién khai trén phan mém Vmware Vsphere (c6 danh muc
trong phan 2), tat ca dang hoat dong.
2.2. Hé thong luu trir

Hé thong luu trit cling duge dau tu qua nhiéu giai doan, hién tai co ban dap
tmg duoc sy phét trién di liéu cua Nha trudng.

Dung .
A Dung Nam 3 Trinh
TT Thiet bi lwgng da
lwgng SD . trang
str dung
Binh
1 DELL 2TB 2010 1.5TB .
thuong
SAN store DELL EMC Binh
2 6TB 2016 04 TB .
6TB thuong
SAN store 5020-400 Binh
3 80TB 2019 40TB .
DELL EMC - 80TB thuong
Binh
4 SAN DELL EMC 40TB 2020 5TB .
thuong

2.3. Hé thdng sao lwu phuc hdi
Nha truong c6 rat nhiéu hé théng phan mém trién khai trén cac hé diéu hanh
Windows, Lunix, Co s¢ dir liéu: SQL, Oracle, itng dung Web, ttng dung desktop va
dung lugng ngdy cang lon, dic biét cac tng dung truc tuyén nhu Elearning, cong
can bo.
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Phian mém quan 1y sao luu tap trung qua SAN va 1én Cloud cua Microsoft
khong gidi han dung luong

2.4. An ninh, an toan hé théng

Hé théng co s¢ ha ting CNTT nhiéu thiét bi, tng dung, dich vy, don vi phu
trach la Trung tdm Céng nghé Thong tin thuoc Vién Nghién ctu va Pao tao truc
tuyén lubn ra soat danh gia tong thé vé an toan, an ninh hé théng. Do d6 khi phéat
hién 15i trong hé diéu hanh, thiét bi va ca c4c tng dung, di chu dong trién khai céc
bién phap bao mat, an ninh cho hé thng:

Hé thong c6 céc thiét bi tuong lira cua cac hang thiét bi bao mat nhu Fortigate,
Forinet, Cisco, Juniper.

Hé théng cai dat hé théng Virus cho cac may chu va cac may cé& nhan tai cac
trung tdm va phong ban.

Hé théng duoc trién khai chung chi s cho cac Domain va Subdomain
Vinhuni.edu.vn

Hé thong ludn c6 phuong an cau hinh lai mot sé thiét bi, quy hoach lai mot s6
dich vu, ciu hinh c4c chinh sach bao mat an ninh co ban.
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3. Panh gia chung
3.1. Thiét bi mang

Hé thdng duoc dau tu nhiéu giai doan va trong thoi gian kha 1au, nhiéu chang
loai (IBM, HP, DELL) dan dén khong dong bg, do twong thich khong cao, c6 nhiéu
tuyén cap mé rong néi tiép nhau xay ra hién twong nghén cuc bo va khéng cé kha
nang du phong

Thiét bi chuyén mach trung tdm, va céc thiét bi an ninh, can bang tai tai phong
may chu toc do tdi da chi dat 01Gbps (1.000Mbps), khong c6 kha ning mé rong
bang thong khéng con dap tng sé nguoi dung cta Nha truong hién tai va tuong lai.
3.2. H¢ thong mang LAN va Wifi

- Ve téng thé hién nay hé‘théng’ Wifi phuc vu giang vién, can bg va sinh vién
df?l dap ting tot. Hé’thépg co nhiéﬁu thict cua cua nhiéu~héng nén viéc cau h[nh yéu
céy xac thuc khi két noi chua trién khai thanh céng dan dén nhung thoi diém hé
thong Wifi nghén cuc bo

- Hé thdng LAN dép ung tét cho ngudi dung ctia Nha truong tai phong 1am
viéc cling nhu cac phong thuc hanh, thyc tap ctia nguoi hoc.
3.3. Hé thong an ninh, bao mat

Hé théng mang Nha truong kha Ion va phic tap véi nhiéu thiét bi an ninh, can
tai, chung loai ciing nhu nhiéu tng dung, nhiéu cdng nghé méi can nghién ciu va
ap dung triét dé, trong khi d6 kéo theo su pha hai cia cac d6i tuong tin tic, virus
ngay cang tinh vi phuc tap do d6 hé thong can dugc trang bi thém cac cong cu quan
ly, phat hién, ngan chin sy xAm nhap cta ngudi ngoai vao hé théng.

Khi hé théng duoc cau hinh va quy hoach sé phat huy duoc do an toan, bao
mat ciing nhu sy $an sang trong hoat dong

Nha trudng can trang bi phan mém hoac thiét bi giam sat, phat hién va phong
chéng tan cong mang; phan mém ban quyén phan mém quét 16i bao mat hé thong dé
kip thoi sira I8i va cach phong chong.
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PHAN 2. DANH MUC THIET BI MANG

1. Danh muc thiét bi mang

Thiét bi Sb lwgng Nam nhan Chirc ning
Twona lia Soni Két néi ISP Internet cho
tong fua Sonie 2017 cac may chu Public va bao
Wall . o
Vé ngoai vao
Forti 900D | 2017 Public cAc May chu ra
ortigate Internet (Khu vuc 1)
Router SRX 2010 Public cAc May chu ra
B _ Ot Internet (Khu vuc 2)
Thict bi an ninh | C&u hinh can bang tai may
va két noi WAN | F5 Big IP 2017 , )
chu Public
Két ndi Internet FTTH cho
Fortiwan 1000B | 2017 ngudi dung trong mang
LAN
Két ndi Internet FTTH cho
Fortiwan 200B 2017 ngudi dung trong mang
LAN
_ Tam tam chuyén ti c4c toa
Céc thiét bi Juniper EX8082 | 2010 ha
Chﬁyen mach 16p ) Tam tam chuyén tdi cac toa
Lol Cisco 4500 2016 X
nha
Thict bi Win CIS.(_:_O’ Umf_leld’ 2017-2022 | Tht ca cac toa nha
Ruijie, Cabium
Cisco 2950, 2960 | 2020
Thiét bi chuyén | Juniper 2200 2010 Két ndi tir phong may chu
mach 16p 2 Dell 300 2020 trung tim dén c4c tod nha
Ruijie 2021
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2. Danh muc thiét bi may cha

TT Loai Céu hinh S6 luwong H¢ PH Nim SD
1. Vit ly Dell R630 4 Docker 2017
Think System Lenovo 2 2017
2. Vit ly SR650: 20CPU, 32GB WSV2012
Ram
o IMB 3650 M3:16CPU, 4 2017
3. Vit ly WSV2012
16GB RAM
4. Vat ly Lenovo x3850 1 Centos 2019
5. Vit ly Lenovo SR650 1 WS2012 2019
o DELL M3:40CPU, 4 _ 2021
6. Vit ly ESXi- Sphere
256GB RAM
o Dell proliant DL360 4 2019
7. Vit Iy WSV2019
Genl0 256GB, 36DPU
. IMB 3850 M3:16CPU, 2 2017
8. Vit ly WSV2012
16GB RAM
17. Vat ly Dell R730 4 WSV2012 2017
Tong 26

3. Danh muc thiét bi lwu trir

TT Thiét bi Dung lgng Nim SD
1 | DELL 2TB 2010
2 | SAN store DELL EMC 6TB 6TB 2016
3 | SAN store 5020-400 DELL EMC - 80TB 80TB 2019
4 | SAN DELL EMC 40TB 2020
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4. Danh muc thiét bi chéng chay, chéng sét

TT Tén thiét bi S6 lwgng | Nam sir dung
1 Thiét bj luu dién 6KVA 2 2018
2 Thiét bi luu dién 40KVA 1 2019
3 Hé thong diéu hoa 2 2010,2016
4 Hé théng chong sét 1 2011,2016
5 Hé théng béo chay 02 2010,2016
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